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Competitive games are hostile multi-user environments with thousands
of players and persistent sessions. This provides rich telemetry (eg. disk/

network/memory), resulting in stronger forensic signals than most
enterprise networks.

Why is competitive cheating a forensic problem?



Cheating vs Modding: What’s the difference?

Techniques to gain an unfair
advantage over other players that

did not consent to playing in a
modified environment 

Typically modifies the game for
yourself/a community without

intent of gaining an unfair
advantage over others (eg. new

textures/maps/mechanics)
VS.

Cheating Modding
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01 Local File Modification
Attacker modifies files on disk that the application trusts at load
time (eg. local save files/configs, inventory, map data)

02 External File Modification
Scan the game’s live process memory with Cheat Engine, narrow
down the game variable (eg. health/currency) , and freeze or
overwrite it.

Botting
Automate in-game actions by simulating input (mouse/keyboard)
or directly interacting with game API/protocol

Hooking
Inject code into the game process and intercept render or aiming
function calls (eg. wallhacks)

Direct Memory Access (DMA)
A PCIe card installed in the cheating PC lets a second machine
read your game’s RAM directly → no process/OS calls detectable
by anti-cheats because it never touches the CPU!

Levels of Game Cheats 

Easy

Difficult



Easy

Difficult

Levels of Game Cheats → Mapped to Malware

Game Cheat Malware Equivalent

Local File Modification Config Tampering/DLL Hijacking

External File Modification LSASS dumping/making external
API calls

Botting
C2 beacaoning/automated lateral

movement

Hooking Reflective DLL API hooking

Direct Memory Access (DMA) Hardware implants out of band
exfil



Sample Game Cheat Type

L2: apexdream Apex Legends External ESP

L4: LoL mono DLL
Injection + Loader LoL DLL Injection ESP

L5: PCILeech DMA Valorant DMA

What we’re looking at today



How Modern Cheats
Operate



The Two-Component Model

CHEAT = BYPASS + PAYLOAD
Target 1

Target 2



CHEAT = BYPASS + PAYLOAD

The Two-Component Model: Sounds Familiar?

But what about malware...?

EDR unhooking / AMSI bypass

C2 config / beacon
+

+

Implant / RAT

=



L2: apexdream

Full cheat suite: aimbot, ESP, triggerbot, recoil control, radar
through 3 Win32 API calls 

OpenProcess: handle to r5apex.exe
ReadProcessMemory → entity positions, health, etc.
WriteProcessMemory → forces button states (jump/shoot/
reload)



L4: 1v1.lol DEMON (Mono)
Full internal cheat suite for 1v1.lol: Contains anti-cheat bypass (ported from
IL2CPP → Mono) + game cheats (aimbots/ESP/Exploits/MagicBullet/Fly)
.NET reflection to access private game fields by name, resilient to game updates
unlike offset-based cheats 

Two component staging
loader.exe: UPX packed, patches anti cheat via dnlib.dll, injects DLL via SharpMonoInjector
cheat.dll: Unobfuscated .NET, no suspicious behaviour detected
Injection chain: OpenProcess → VirtualAllocEx → WriteProcessMemory →
CreateRemoteThread → DEMON.Loader.Load()



L5: Direct Memory Access (DMA) + PCIELeech

Two physical machines, game PC has no foreign
processes/injected code 
Cheat PC reads game RAM directly over PCIe hardware
bus
PCILeech + FPGA card (~$50) enables the read
Overlay fed back via Video Combiner, victim screen shows
enemy positions
Zero OS-level footprint on the game machine



Forensic Analysis of
Cheats



Methodology: How We Analyse Each Sample

Static
Analysis

Dynamic
Analysis

Artifact
Capture

0301 02



cargo.toml
config.ini

apexdreamapexdreamapexdream
In-game offsets

process.rs



L4: LoL DLL Injection + LoaderL4: LoL DLL Injection + Loader  L4: LoL DLL Injection + Loader 

loader.exe: very sus cheats.dll: safe..?



L4: LoL DLL Injection + LoaderL4: LoL DLL Injection + Loader  L4: LoL DLL Injection + Loader 
Notable MITRE ATT&CK Techniques observed

 T1055: Process Injection (shows up under both Privilege Escalation and Defense Evasion)
T1497: Virtualization/Sandbox Evasion (3 techniques flagged)
T1562:Impair Defenses Flagged imports from pestudio



L4: Windows Defender Blocked Me :(L4: Windows Defender Blocked Me :(L4: Windows Defender Blocked Me :(



L5: The Last ArtifactL5: The Last ArtifactL5: The Last Artifact



  The Only Signal Is the PlayerThe Only Signal Is the Player The Only Signal Is the Player

No process artifacts → detection shifts entirely to server-side behavioral telemetry

Inhuman reaction times and aim patterns are the only remaining forensic signal

This is User and Entity Behavior Analytics (UEBA):
 analyzing whether the entity is biologically plausible, not whether the binary is malicious



Post Incident
Reconstruction



L2: apexdream post-incident reconstructionL2: apexdream post-incident reconstruction  L2: apexdream post-incident reconstruction 

Easy anti cheat ban issued → ban timestamp as starting point

Prefetch: Loader binary executed before game launch,
filename + load time DLLs recorded even if binary is later
deleted 

Amcache: Binary hash persists independently of the file,
deletion doesn’t remove it 

During session: Sysmon EID 10, external process held open
handle to r5apex.exe with PROCESS_VM_READ access logged
at acquisition, not just at ban
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05
On disk: config.ini + gamedata.ini present with creation
timestamps correlating to session



L4: LoL DLL Post-IncidentL4: LoL DLL Post-Incident    ReconstructionReconstructionL4: LoL DLL Post-Incident  Reconstruction

Starting Point: Vanguard ban timestamp

Memory forensics: RWX region inside game process with no
mapped file path, pe-sieve flags injected module even from
post-execution memory dump

Sysmon EID 8 (CreateRemoteThread): Logged at injection
time, ties loader PID to game PID

Disk:  Loader binary in Prefetch with execution timestamp
survives binary deletion

01

02

03

04

05
Amcache: DLL hash persists in AmcacheHve independently of
the file being deleted

4 Different Sources:
Prefetch + Amcache +
Sysmon EIDs + RWX

memory



WHY THIS MATTERSWHY THIS MATTERS
BEYOND GAMESBEYOND GAMES  

WHY THIS MATTERS
BEYOND GAMES 



Cheat Technique Malware/EDR
Equivalent

Shared Artifact

L2: External memory
read via Win32 API

LSASS credential
dumping

Cross process handle
in handle table

L4: DLL Injection +
manual mapping

Reflective DLL
injection/EDR

unhooking

RWX region, VAD gap,
pe-sieve patterns

L5: PCIe DMA,
separate machine

reads RAM

Hardware implant/
out of band exfil

None on target
machine, behavioural

only

Same Playbook, Different TargetSame Playbook, Different TargetSame Playbook, Different Target



L6: CV/AI Cheats?!L6: CV/AI Cheats?!L6: CV/AI Cheats?!

Screen capture feeds a CV model which moves the mouse. No injection, no
memory access, nothing for anti-cheats to find
The process boundary that anti-cheat spent a decade defending is now
completely irrelevant
Detection has to shift from "is this binary malicious" to "is this human
biologically plausible", which is just UEBA with a kill cam



THE GAME HACKER MINDSETTHE GAME HACKER MINDSET
BREAKS HEREBREAKS HERE
THE GAME HACKER MINDSET
BREAKS HERE

01

02

No prefetch, no amcache, no
injector binary thus having to
work backwards from the ban
finds nothing

The three source correlation that
worked for L2 and L4 has nothing
to correlate

PCILeech: the cheat runs on a separate
machine entirely.
 ufrisk/pcileech reads physical RAM over
PCIe, the game machine never sees it

03

Only evidence is server-side: aim statistics,
reaction time distributions, input pattern
anomalies outside human baseline

04



IT WAS NEVER JUST A GAME PROBLEM
IT WAS A MINDSET ONE



RAP



THAT’S ALL GUYS :DTHAT’S ALL GUYS :DTHAT’S ALL GUYS :D

LinkedinLinkedin Signal Signal

Jack Sessions Ray Goh
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