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ROOT.//_UJHO I AM

e Heckling allowed :)
e Mobile Security & Counterintel Researcher (and professional memelord)

e Bartender IRL, Hacker in VR, and working in AR/AXI
e CyberSec YouTuber @JackSessions 57 subs

e CyberSec Rapper (retired... for now)

e Pre Seed Money Comp Sci Student
e Wanted for Treason... (Kim did not like my rap)

e 2x CVE-2025-50861, CVE-2025-50862 %
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LUHY ANDROID STILL BLeEEeEDS

“Open” doesn’t mean “secure”
Fragmentation = delayed patches

Vendor skins meaken core defenses

Rooting culture - deeper exposure

ADF, FRP, Magisk.. attackers love it all




THREAT MIODeEL
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THEAPH AS AN AT TACH SURFACE
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SECTION &2
STATIC ANALWYSIS



APH AMNATOMY

Diavik exe Byte code Java code

Resources




EXPORTED COMPONENTS 101
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TOOLCHAIN OVeRRUieUU

Decompile = Inspect - Inject » Repack » Deploy

Every attacker’s first step is understanding the code
and every defender’s job is making that painful.



DEMO #1
E-POSED SERUICES & SUSNESS
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TRIAGE rMA TR

privilege level x data exposure
Vectors: component type (Service/Receiver/Provider/Activity)
Indicators: exported = true, missing permission, implicit intent
Tools: MobSF static scan + Frida dynamic hooks
Fix priority: user facing > background > debug

TL;DR: treat exported components like open ports AND scan them
first.



SECTION =
NATIVE LIBRARY & Nl LAYER



ANDROID NATIVE SURFACE

APPLICATIONS




LUHY THIS MAT TERS

JNI connects Java © Native (C/C++) — boundary = risk
Memory corruption lives below Android permissions
Attackers love libnative.so, libstagefright.so, etc.
Exploits chain from application level » native - kernel
Logs + crash traces expose vulnerable native calls
Understanding JNI flow = finding real zero-days



COrmMMoON BUG ISSUES
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REVERSE eNGinNeeRiNG DN AFUnNcCTIONS

Research the official

Get the ofhicial app APK APP function

Whether the application Find the program
3 -.‘i-ht?“ing El‘ltl‘}-‘

Shelling-off Track and locate key
codes

Decompile
Get the method of
reading and writing

Get the Smali source code data

Develop software to

Whether it compiled Analyze :
implement attacks

into Java Java code

Analyze the Smali Android reverse

source code attack is successtul




REVERSE eNGinNeeRiNG DN AFUnNcCTIONS

1 extremecoders-re / ghidra-jni ' Public

(> Code () Issues I Pullrequests () Actions

£ master = E 1Branc

Q:) (1] i:‘.-g'\.

[ Projects @ Security |22 Insights

‘& extremecoders-re Add syntax highlighting

[ README.md

[ jni-ghidra.h

] README

ghidra-jni

All in-one jni.h compiled for Ghidra.

kotlinx.coroutines
rg
SOUrces
ssets
kotlin
lib
armb4-vBa

% Libmedium.so
armeabl-v/a
X860
x86_64
ETA-INF
res
androldManiftest.xml

¢ MACTivVity upportlne
package com.mhs.medium;
import android.content.Context;

||. 7 IIll._ Ir_-

public class SupportThree ¢
public static native
public static nmative

public static native

static

a

Motifications

4> Code ~ About

jni.h compiled for Ghidra
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Releases

encrypt(Context context,
finalEncrypt(Context context,

testBasebd(Context context,

. LoadLibrary( "médium™ ) ;
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CRASH TRIAGE 101

BCHASEROQ QRN = .I100%H904AM @ CMEISER OO QRN TLl100%H904AM | @ CEHAR OO QRN =..¢100%M9:05 AM

Logcat

GIONEE M5 Mini v com.example. finapp (7 v Error v L4 Regex Show only selected application -

609 19:38:28.741 V15-T15/com,.example. Tinapp E/AndroldRuntime: FATAL EXCEPTION: mair
Process: Com,example. Tl |1u.'.-r_ PID: 715
" 'thithﬂll:tiii ! f rom IhL-:uHEhLIU[;LEhffE F:; rcm-ﬁxaﬂulf.*Lﬂe:pquJj;?l pid=715, uid=18327} requires android.permission.CALL_PHOME
at android.os.Parcel.readExceptiond !

- at android.os.Par '-":.r-'sm':-'rp'. L0 1|

— at android.app.ACtivityManagerProsy . startActivitylActivity™anagerNative, javai 2787
= at android.app. Instrumeéntation. execsStartACtivity

TR
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at androidx.fragment.app.FragmentActivity.startActivityForResult
i —- .
at android.app.Activity.startActivityForResult

:||.:'-.-\:| l'."\..-.a.'l-a.l.'l -\.-rF..I_:'JI.

e at androidx. fragment.app.FragmentActivity.startActivityForResult
at android.app.Activity.startACtivity ;

at androlid.app ._'__,-,'_,_=.'_,_-.|_...___-_-__.,- :

at com.example. finapp.MainActivity.makeCall(MainActivity. java: 78]
at com.example.finapp. *a-wn--_y_Tr.athiiéuuw MainActivity. java: 37

I'_l

iew, View . performCLichk

at com.example. finapp.MainActivitySl.onClick{MainActivit
d

dt @nogrol

at androdd.view.ViewtPerformCLicK., run
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DEMO #2
APH > CUE UJORHALOU



SECTION W

EXPLOIT TRIAGE & CUE
PROCESS
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STORY TIME&E!

From <~ @ ElEam.script@proton.me

To JackSessions@protonmail.com

Hi Jack,
Thank you for your response.

In this case, the vulnerable application 15 an internal tool so 1t 15 not publicly distnbuted, which | think doesn't gualify it for a CVE or that MITRE
could handle disclosure to Lotus.

Fublic disclosure 1sn't possible either, the severity 15 very high.

If you are in direct contact with them, please let them know | can access any employee account.
| apprecate that you cc'ed the Lotus team. I'll wait to hear back from them, and in the meantime | will reach out to their legal team.

Best regards,

Francois




YOUR TRIAGE LADDER

Start with what crashes AND not what looks cool!
Static » Dynamic » Runtime - Context
Rank impact, not noise
Focus on reproducibility, not speculation

Every bug teaches you something



MITIGATIONS FOR De~eNbDeRS

Enforce least privilege across apps & services
Monitor for abnormal process behavior

Secure exported components & IPC surfaces
Validate every input... Especially from Intents
Use exploit mitigations: ASLR, NX, PIE, SELinux



SECTION S
PERFORMANCE & UUJUHATS NeT



LUHATS NeET PP

Keep mapping Android attack surfaces
Build safer apps & know how they break
Turn bugs - responsible CVEs - reputation

Research new vectors!
Kernal space, JNI, Bluetooth, loT

Share findings, teach others, keep learning






“Stay strapped or get
clapped™

- George Washingmachine
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RARP INTERLUDE
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