COUNTERINTELLIGENCE IN
THE AGE OF DUCHENET

SIGNALS, SPOOFS, AND SUBVERSION

BWv
DACHK SESSIONS




mROOT//_UJHO | A

e Mobile Security & Counterintel Researcher (also a memelord)

e Bartender IRL, Hacker in VR, and working in AR/AXI

e Fix ITS security for the memez 474

e CyberSec Rapper :
* Pre Seed Money Comp Sci Student
e CyberSec YouTuber @JackSessions ‘
e 2x CVE-2025-50861, CVE-2025-50862 [V

e Wanted for Treason... (Kim did not like my rap)
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MMD = Ministry of National Defense
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R-ITW =Revenue IT Workers
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Cl=BATTLEFIELD OF SHRADOUUJS
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GOALS OF MobDeRM Ci

e Gain access while avoiding sanctions
or detection.

e Bypass org background checks using
fake LinkedIn, resumes.

e Blend into remote workforces via
false personas = it’s strategic
infiltration.

e,

Me when the Linkedin
recruiter asks me to
write a national security
white paper to apply to

Brain.exe has
stopped working.




HUMINT + SIGIN™T

MeRcEe

e DPRK uses real time behavioral cues
(keyboard layout, time zones, syntax) to align
false personas.

e HUMINT elements: personal websites,
resumes, GitHub, job interviews.

e SIGINT: infra use, malware deployment,
traffic evasion.
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Transfer payments

HOMEY
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CRYPTO
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Prepare Job seehers for
roles ond tallor skillsets
for Internviews.

Afternatively, facilitators could
supply logins to VDI infrostructurs
to further decentralise and mask

cperations.

Video

REMOTE ACCESS Streaming

TOOLKIT

Flnancial
Account Appcatlons®




LOGS. CODE., TELEMETRY =ALL
SPOO~ABLE

e | OGS CAN BE CLEAN BUT IDENTITIES BEHIND THEM
ARE NOT.

e DPRKACTORS USE WESTERN INFRASTRUCTURE + FAKE
LOGINS TO OBSCURE TRUE AFFILIATIONS.

GETS

e CREDENTIAL REUSE ACROSS FALSE IDENTITIES SHOWS
WEAK POINTS IN LOG-ONLY ATTRIBUTION.

| B



SPOO~ED SIGNALS

e Employees spoof US time zones, write in English fluently, mask MAC and location.

e DPRK “hidden” IT workers used GitHub and Linkedln accounts to simulate location
legitimacy.

S0 May you say "not” at tomormow?

am trying to fix matter, my MS account has been blocked now.

i gotta have a final discussion with him toeday(in us timezone | mean)
its 2pm in their timezone

maybe he can't give me a conclusion for your joining today. you may have to wait until getting an email from him or his
colleague. unsure when they will reach out you

ah, it's emergency
killing us
how much we are expecting it

if not, | didn't move location, we didn't add members we already paid for 2 coming months

ya so | asked about you and he said that his colleague is not ready yet. You won't be able to start the job at the moment
but he said that he will email you once ready. Its unsure lor now when it will happen.

focus on other jobs for now until thay contact you.

If you are working with him still, | can sure, it's just time matter.



FALSE FLAGS IN CODeE

e Use of English language ' H%Hﬁ

° ° ..
Co m m Its 9 WeSte r n n a m I n g threat actor victim conducts victim downloads victim installs npm package backdoor

poses as online job malicious npm malicious npm retrieves and malware

conventions in repos. ooy PRSP AR e

e Targeting US/EU orgs while
appearing as freelancers from
NA/EU.

Details

—

Phone: +140 I

Email: & smail.com
Telegram: @<NEG

Discord: N7

e Use of compromised or falsely profile T

T
. o Passionate Full Stack & Blockchain Developer offering 8+ years of relevant https://github.com/Kin
registered devices and VM
jave experience developing DeFi, DEX, DApp, Trading Bot, Token, Skills

tonomous systems and artificial intelligence. | am fluent in Solidity,

profiles.



FAHE LOGES &S MeTADATA

e Users spoof IPs with VPNs and change machine fingerprinting data.

e Login locations misalighed with actual behavioral times (e.g., active at 3AM
PST daily).

e Resume metadata and cloud based activity logs conflict with claimed
persona.
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MmeMe UUJARFARE / NARRATIVE CI

e DPRK workers posed as job
candidates during peak
remote work period.

e Their narrative: just a
freelance dev, skilled, lives in
US thus never questioned.

e Resume artifacts were
fabricated using real English
speaking templates.




CASE STUDWV. MALLUARE FLAG PLANTING

e Hidden IT workers uploaded malicious code via GitHub repos linked to
fake names.

e Malware misattributed to legitimate companies due to reused
environments.
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CARSE STUDWVW. CLEAN LOGES. DIRTYINTENT

e Clean activity logs on cloud services (GCP, GitHub), yet behavioral data exposed
anomalies.

e Cross reference login data with working hours & biometric signals/Pysch data.

e Keyboard layout + persistent C2 callbacks showed real origin vs logs.

How we're protecting users

from government-backed
attacks from MNorth Korea

' ohain attock I|I.-|.




BEHAVIORAL INUARIANTS

e DPRK devs reused keyboard layouts (non-QWERTY), file naming schemes.

e Behavioral slips: time of work, mistake in payment info, reused email aliases.

H brainjobs35 / react-ecommerce Public L1 Notifications

<> Code (*) Issues 1 i1 Pullrequests () Actions [ Projects (O Security |~ Insights

Milagro Martinez #
@Opon watasm opened this issue last week - 3 comments

ﬂ watasm commented last week

Hi, this may be strange, but do you know Milagro Martinez?
| recently talked 1o him on upwork, and he offered to make updates to your project

Oxpaluco commented last week

Same here, | talked with someone named Daniel Martin, looking to implement web3 features.
They gave me a different repo, a clone from this one.

No milestone

watasm commented last week

- Development
16 E e g e e L of g

Hah, It will be interesting to find author of the code and who really is final client No branches or pull requests

2 participants




ClrminbDseT FORBLUE TEAMS

Logs lie. Patterns don’t.
Run behavior based profiling of dev environments
Validate human layer + machine layer. THAT IS HOW YOU WIN AT ClI!
Assume persona masking in all remote interactions.

Use OSINT on email aliases, blockchain txns for payout matching/Chain
tracing.



THREE HEVY INSIGHTS THAT MUST DRIVE
THE NexXT PHASE OF DEFENSeE

e This is a national security challenge. DPRK operators are embedded in
global supply chains and systems. Waiting is not an option.

e Attribution is only the beginning. Countering this threat requires
behavioral insight, contextual intelligence, and awareness of the
motivations driving these operatives.

e The APT vs. IT worker distinction is obsolete. These actors function as
onhe enterprise in support of regime priorities.



“Stay strapped or get
clapped™
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THAMNH YOU

GET IN TOUCH L

_Jack.34

e +7 (U9 9) 2UL-16-06

0 W .LINKEDIN.COM/IN/DACHKSESSIONS

‘ @ DACHKSESSIONSE@PROTONMAIL.COM




—ces BSIDES PYONGEYANG RAP
FREESTYLETIME |RE:EDUCATION

“— Iﬁl Kim Jong Un E]ﬂ @

Comrade Metal Zero One,

| intercepted your rehearsal
rap via a SIGINT honeypot.

¢ That flow had more layers
than my tradecraft manuals.

Drop that verse at BSides
Fyongyang... Let's run

counterintel bars together live.

I'll bring the memes. You bring {
the logs.
k4

Say less Kimmy.

| got Prefetch logs, spoofed flags,

i _ &
and a diss verse for every APT if they >
wanna step to me. ' EEJ
N _ J S
This ain't just a rap it's an OPSEC y

dWdreness campa | gn.

Let's misattribute the beat and blame I Fn EES“[E I I M E
it on Lazarus for the LOLZ 2 uz 5 Enl T I n H

imgflip.com
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