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Live IOS demos (6) in total!!!
Meme, logs and kernel panics

A chance to see persistence actually explained
_ Watch Dogs Cosplay
- | Interactive (Heckle-Friendly, soundboard armed)
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A polished corporate deck with 180 slides

A full jailbreak walkthough (if need that go to nullcon) |

“All exploits revealed” (sorry, not today)

| A quiet academic lecture (nah, we’re memeing)| -~
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CVE-2025-24126

An input validation issue was addressed. This issue is fixed in visionOS 2.3, i0S 18.3 and iPadOS 18.3, mac0S
15.3, watchOS 11.3, tvOS 18.3. An attacker on the local network may be able to cause unexpected system term

corrupt process memaory.

CVE-2024-54542

An authentication issue was addressed with improved state management. This issue is fixed in Safari 18.2, ma

15.2, watchOS 11.2, i0OS 18.2 and iPadOS 18.2. Private Browsing tabs may be accessed without authentication.

g Ventui

2.4, macO
0S ame

i & ot Y n
ived in Visio i
fixed 75, processin

05 Sonoma 14-
5 memory:

is issue 1S
0. This issue€
' proved mermnory nanding.
him

This i .
ipad0s 17.76,105
its sandboX-

Source. A

25-43234
emory corruption issues were addressed with improy ..
PadOs 18.6, tvOS 18.6, macOS Sequoia 15.6, vision0S 2.6. Processing a ..

zd app termination.

125-43209

1-bounds access issue was addressed with improved bounds checking. This issue is fixed in macOS Sequoia 15.86,
7.7.9, i05 18.6 and iPadOS 18.6, tvOS 18.6, macOS Sonoma 14.7.7, watchOS 11.8, vision0S 2.6, macQOS Ventura
-essing maliciously crafted web content may lead to an unexpected Safari crash.

25-43186

2 was addressed with improved memory handling. This issue is fixed in watchQS 11.6, i0S 18.6 and iPadOS 18.6,
i, macOS Sequoia 15.6, macOS Sonoma 14.7.7, visionOS 2.6, macOS Ventura 13.7.7. Parsing a file may lead to an
ed app termination.

25-31281
salidation issue was addressed with improved memory handling. This issue is fixed in visionQS 2.6, tvOS 18.8,

equoia 15.6, i0S 18.6 and iPad(0S 18.6. Processing a maliciously crafted file may lead to unexpected app

n.

25-31229
sue was addressed with improved checks. This issue is fixed in i0OS 18.6 and iPadOS 18.6. Passcode may be read
VoiceOver.
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Secure Boot

SecureROM

Bootchain

KTRR & PAC

(Core Protections)

-
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Hardware enforced trust anchor.

Each stage verifies the next ik g Cie o
- signed with Apple’s keys. SR e B5

Fail a check? - device refuses to boot. ';; ;_53
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First code that runs, stored in SoC.

Immutable » can’t be patched with updates.

Verifies Low-Level Bootloader (LLB).

Vulnerabilities here = forever exploitable.
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SecureROM -» LLB = iBoot = Kernel.

Each verifies the signature of the

hext.

Break one link, control the chain.
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Boot ROM validates LLB signature et it
LLB validates system-paired - .
firmware signatures .

l Secure Enclave Boot [
Secure Enclave ROM fetches ;
signed — LLB validates LocalPolicy signature -+ LocalPolicy Y R |
LocalPolicy l nonces from Secure e Software
Storage Component

LLB evaluates iBoot stage 2 signature
according to LocalPolicy

'

iBoot stage 2 validates macOS-paired o S
firmware, Boot Kernel Collection, ,
Auxilary Kernel Collection (if applicable), - i
system trust cache and signed system o
volume signatures, according to e S Ry o
LocalPolicy " 5

| o

macOS

Hardware

X
Hardware Key
App Sandbox 0 R . .
User Partition .
B - :
0S Partition et S
- ” . ‘ \
Encrypted File System B
’ . T
Kernel :
i T 1 Sy B LRt
Secure Enclave Secure Element iy
Crypto Engine PN _- . x, ¢
E S—— - - Y :
Device Key bof e e :
Group Key PR G TG
Apple Root Certificate : :
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'f__fVE: Handles cryptoqraphic keys, biometrics,
g etire payments.

Isolated from main CPU - omn firmwmare + RTOS.

Protects keybags, TouchID/FaceID data.
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Application Processor

Secure Enclave
AES Engine

NAND flash storage

DRAM

I

Memory controller

NAND flash controller ——l

'

AES engine

Secure Enclave
Processor

Secure Enclave

System on chip

<—p Memory Pll'otection
Engine
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'5__17_?f KTRR: Kernel Text Read-Only Region. "i75} ;f
;   ;.v , Prevents kernel memory tampering. ;:ﬁ-i' -

PAC: Pointer Authentication Codes.

5 ?:;;f Blocks classic ROP exploitation.

 ‘if-‘ Goal = raise bar for kernel exploits.
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XML-1like permissions baked into apps.

Controls access to private APIs/features.

Example

com.apple.private.netmork.socket-delegate.

R e R LR e R S P R T
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8 <key>microphone</key>

| <true/>

Compiler

. Concrete Profile
App Profile Bytecode

: 0000 2b00 0100 2c00 [REE. e
0000 2200 2200 2200 | I
2200 2200 2200 2900 NSNS

2a00

(entitlement "audio-input")) N e
(allow device-microphone)) R .
o < S, 1, : 2200 2200 2a00
. : [ o e, = e e
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Apps run in sand boxed profiles.

Blocks lateral movement.

Safari can’t touch Mllail’s files.

jI WCI“B

Example

-
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Without app sandboxing

All
user data

All system
resources

With app sandboxing

Your sandbox Other

~_ - . &

Unrestricted Unrestricted

access ‘\ackcess

No access

Your app

Other system
resources

L]
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S CODEISICH

Every binary must be signed by Apple.

Enforced by AlFI
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(Apple Mobile File Inteqrity).

Jailbreaks patch AMFI - unsigned code runs.
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" {Fuse locks are hardmare-enforced bits that are
S one time programmable

Designed to stop rollback/domngrade iR
attacks. ] o

Can be bypassed with hardwmare bugs or boot o R PR
exploits. PR eI,

S S IR Example ety
St checkm8 (once in silicon, always in CRACE R S
Ry el silicon). SRl e
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GPU drivers = huge, complex, high priv
attack surface.

Mlemory corruption = kernel R/IN.

Historically chained into persistence.
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Baseband runs its omn RTOS, often
nheglected.

Attack surface
SMS, Mi-Fi, LTE, Bluetooth.

Compromise - pivot into kernel space.
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A nTnCRsinCniNS TN ClE

PAC
Pointer Authentication Codes - ARMv8.3 feature.

Stops classic ROP/JOP (Return/Jump Oriented
Programming) .

Bypasses exist
leak keys, brute force, logic bugs.

LT R B ,Pégé.BO‘ofSO-_



k4

return agdress

return address

return address

{data

return address

gadget catalog
(with return—oriented gadgets)

L

Dispatcher

dispatch table

padget nddress

PadEc acdcdress

FaEEret peldress

gadpet catalog

{with jump—oriented gadgeis)

JETIf
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10S RESEARCHERS BE LIKE

’\

lam once again aﬁlﬁng
for kernel panic logs
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i0S persistence = the holy grail.

Common methods

2 JAILBREAK

Jailbreak/Persistence (launch daemons, dylib
injection).

Enterprise provisioning abuse.

| Exploiting update mechanisms. . _ 4R | Persistence
Daemon
Goal

Mlaintain foothold without triggering user
suspicion.
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i0S phones constantly log: crash reports, power
events, app usage.

Apple uses telemetry to detect compromised
devices.

Forensics tools (Cellebrite, GrayKey) rely on
these logs.

Red teamers wipe/poison logs = erase footprints.
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Deliver payloads silently.

Techniques
sideloading, enterprise certs, abusing NDI.

.. ” Chaining with sandbox escapes = fully covert installs. : i* 

Used in advanced spymare (NSO, Predator, etc).
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SEP = isolated, mysterious, critical.

Fuzzing firmmare = safe way to probe

meaknesses.

Corellium - emulate & build testbed OSes.
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Apple’s bounty exists, but slow + low
payout.

Researchers burned out by bad
communication.

 ‘ ‘; Result - vulns go private, defenders left

behind.
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CEEEL TS

10S = most common “secure®” device.

Android = more open, gets more research.

Nation-states & spymare cremws already owmn
i0S.
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Jailbroken iPhone = your first lab.

Corellium / DockerOSX = next step.
i0S Static & Dynamic App Analysis

Reverse entitlements & sandbox profiles.

Learn, share, meme and collab wmith the
community.
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